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Preliminary steps
1. Configure SQL Server (including Express Editions) for remote access: enable TCP/IP
protocol and the SQL Server Browser service.
2. Add exceptions in the Windows Firewall for sqlservr.exe and its ports.

WEe’ll cover these steps below, using this blog as the source for information:

http://akawn.com/blog/2012/01/configuring-sql-server-2008-r2-express-edition-for-remote-

access/

Configuring SQL Server 2008 R2 Express Edition for remote access
Below are the steps to allow remote access to a SQL Server 2008 R2 x64 Express Edition instance
after the default install steps where performed.

Also included are the additional configuration steps for SQL Server 2008 R2 x64 Express Edition with
Advanced Services.

The steps were performed on Windows Server 2008 R2 64bit.

Start the SQL Server Configuration Manager from the Start menu, and choose Services.

@ SQL Server Configuration Manaager (Local) MName State Log On As
H 5GQL Server Services F’SQL Server Browser Stopped  NT AUTHORITY\LOCALSERVICE
.5 5QL Server Network Configuration (32bit) [T 50L Server (SQLEXPRESS) Shait Running  NT AUTHORITY\NETWORKSERVICE
2 50L Native Client 10,0 Conﬁgur_ahon (32bit) Ffa15qL Server Agent (SQLEXF ~top Stopped  NT AUTHORITY\NETWORKSERVICE
&, SQL Server Network Configuration 50U Full-text Fiter Daemor | 20 55)  Running  NT AUTHORITY\LOCALSERVICE
z. SQL Native Client 10.0 Configuration [E35QL Server Reporting Sery Ees't"mte Rumning  NT AUTHORITY\NETWORKSERVICE
ESLdr
Properties
Help
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SQL Server Browser Properties ed .3

‘LogOn Senvice |.Fldvar1c:ed

E General
Binary Path “c:\Program Files (x26)\Microsoft 5
Error Control 1
Exit Code 1077
Host Mame DSQLO3
Mame S0L Server Browser
Process ID o]
S0 Service Type
Automatic -
ppe

Start Mode
The start mode of this service.

0K E Cancel Apply Help

Find the SQL Server Browser service and set its Start Mode to Automatic, then start it.
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SQL Server Browser

8561 Server (SQLEXPRESS m
Stop

) 5GL Server Agent (SQLE
PN50L Full-text Filter Daemy =155 RESS)
[)50L Server Reporting Sy o=

Restart

Properties

Help

Stopped
Running
Stopped
Running
Running

NT ALUTHORITYLOCALSERVICE
NT ALUTHORITYYNETWORKSERVICE
NT ALUTHORITYYNETWORKSERVICE
NT ALUTHORITYLOCALSERVICE

NT ALUTHORITYYNETWORKSERVICE

@ SQL Server Configuration Manager (Local)
= S0L Server Services
& 50L Server Network Configuration (32bit)
£ S0L Native Client 10.0 Configuration (32bit)
4 SO Server Metwork Configuration
3= Protocols for SQLEXPRESS
.. S0L Mative Client 10.0 Configuration

Protocol Mame | Status |

T Shared Memory Enabled

W Mamed Pipes Disabled

STVIA Disabled Enable
Disable
Propertiesk
Help

Next go to Protocols in the Network Configuration, and find TCP/IP.

Below you can see that by default, SQL Server Express allocates a Dynamic port when SQL Server

starts.

You can either keep this setting or change SQL Server to listen on a fixed TCP port e.g. TCP 1433. This
can be achieved by removing 0 from all the ‘TCP Dynamic Ports’ rows and placing the fixed TCP port

you want to use on all the “TCP Port’ rows below it.

For this demo we will keep SQL Server allocating a Dynamic port on start-up and therefore we

have not changed anything on this tab.
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TCP/IP Properties 2|
"Protocol  IP Addresses

B 1r3 -
Active fes
Enabled Mo
IF Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port

B 1pra
Active fes
Enabled Mo
IF Address feg0::5efe; 10,10, 100, 13%612
TCP Dynamic Ports 0 |
TCP Port

E 1rall
TCP Dynamic Ports o |
TCP Port |

Active

Indicates whether the selected IP Address is active.

oK F I Cacel | el | Hel |
@ SQL Server Configuration Manager (Local) Protocol Mame | Status |

o SQL Server Services % Shared Memoary Enabled
4 SOL Server Metwork Configuration (32hit) ¥ Named Pipes Disahled

S S0L Mative Client 10,0 Configuration (32bit)
J  SQL Server Metwork Configuration
3= Protocols for SQLEXPRESS
.. S0L Mative Client 10.0 Configuration

Enable the protocol.
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Any changes made will be saved; however, they will not take
effect until the service is stopped and restarted.

L. y

‘@ SGL Server Configuration Manager (Local) Mame | State | Log On As
SQL Server Services ESQL Server Browser Running  NT AUTHORITY\LOCALSERVICE

& 50L Server Metwork Configuration (32bit) 50 IESS) NT AUTHORITY\M SERVICE
g, SQL Native Client 10.0 Configuration (320it) | FRysq Server Agent (SQLEXPRESS) | -t topped  NT AUTHORITY\NETWORKSERVICE
3. SQL Server Network Configuration 501 Full-text Filter Daemon Launchi 5P unning  NT AUTHORITY\LOCALSERVICE
o B Protacols for SQLEXPRESS [E%)SQL Server Reporting Services (s Pause unming  NT AUTHORITY \WETWORKSERVICE
.. SOL Mative Client 10.0 Configuration Resume
Properties
Help

Finally, restart the SQL Server service to apply the changes.
Next, open the SQL Server Management Studio.
Connect to SQL Server Express on the server you installed it.

As below you can see the instance when SQL Server Express is installed is called SQLEXPRESS if you
did not change it.

@ SCL Server Configuration Manager (Local) MName | State | LogOn As
SQL Server Services SQL Server Browser Running  NT AUTHORITY\LOCALSERVICE
. 5QL server Network Configuration (32bit) | Fy50L Server (SQLEXPRESS) Runring  NT AUTHORITY \WETWORKSERVICE
&% SOL Mative Client 10,0 Configuration (32bit) E@SQL Server Agent (SQLEXPRESS) Stopped  NT AUTHORITY\WETW/ORKSERVICE
Bl 8. S0 Seryer Netiork Configuration V501 Full-text Filter Daemon LAuncher (SQLEXPRESS) NT ALTHORITY\LOCALSERVICE

Running

. Microsoft SQL Server Management Studio
File Edit View Tools Window Community Help

E_;,-;,NEWQUETY i I:t.'l ||_.'1-| |ﬁ ‘J = | -_f-_‘Connectto Server

& osg

Object Explarer

Microsoft Y
rect- 381w T 5 ?’ SQL Seryer2008r2

Server type: Engine j

Server name: | \SQLEXFRESS =]

Authentication: [ iindows Authertication =]
Uset name | ]
Passwiond |

[T Bememberpessward

Help Options >>

Right click on the server, and select Properties.

The below should already be enabled, but if it isn’t, then enable it and restart the SQL Server service.
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oot S Servr
Fle Edit View Debug Seler;lapqp % Seript + (4 Help

& q 14 General
w0 0515 o
Object Explorer _ﬁa Priicasstis
Connect~ 3 &d m T [| 25
] - 7 -
=18 -w (sQ & Dat abase Sethngs
[ Databases 8 At
(3 Seaurity _:‘:‘ Pemnissions
[ Server Objects =
[ Replication
[ Management
Connechon
Server:
MSQLEXPRESS
Connection:

5

Mapdmum number of concument connections (0 = unlimited):
e} -

[T Use query govemior to prevent long-unning queres
I{I' 5:

"] implicit transactions

[] cursor close on commit
"] ansi wamings

[[] ansi padding

[ AMSI NULLS

[C] arthmetic abort

[] arthmetic ignore

v Mmmmm&asm

Rﬂnﬁemmxmdm

Check that Allow remote connections to this server is enabled
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Firewall configuration

If you have the Windows Firewall turned on, you’ll need to do the following steps.

Start the Windows Firewall with Advanced Services configuration:

=== Type the name of a pregram, folder, document, or Internet

resource, and Windows will open it for you.

x|

Open: wf.msc

Cancel

[

Browse... |

Add a new rule:

ﬁ Windows Firewall with Advanc
PRl inbournd ol
Outbound Rule
ﬂ-'j... Connection Se
&, Monitoring

e

Cache Conter
Filter by Profile » |Cache Hoste:

# New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

~ Rule Type What type of rule would you like to create?

& Program

@ Action * Program

@ Profie Rule that controls connections for a program.
@ Name  Port

Rule that controls connections fora TCP or UDF port.

" Predefined:

BranchCache - Contert Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

" Custom
Custom rule.

Leam more about nule types

cBack || Net> Cancel
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9



* New Inbound Rule Wizard
Program
Specify the full program path and executable name of the program that this rule matches.

psoft SGL Server\MSSQL10_50.SQLEXPRESS"MSSQLBinn I

Choose the sqglservr.exe

* New Inbound Rule Wizard
Action
Specify the action to be taken when a

10 CPS-DATABASE MANUAL



* Mew Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Select the network profiles where this rule applies.

* New Inbound Rule Wizard

Name
Specify the name and description of this nule.

Finally, give it a name.

CPS - DATABASE MANUAL 11



Configure the required firewall ports

ﬁ' Windows Firewall with Advanc
& EEEr=
Outbound T

S Connection  Fijter by profie »
B, Monitoring Filter by State  »

Filter by Group  #

* New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
4 Rule Type What type of rule would you like to create?
& Protocol and Ports
@ Action " Program
@ Profile Rule that controls connections for a program.
@ Name = Port
Rule that controls connections fora TCP or UDP port.
" Predefined:
IanchCache - Content Retrieval (Uses HTTP) j
Rule that controls connections for a Windows experience.
" Custom
Custom rule.

Leam more about nile types

<Back || Next> Cancel

Choose Port
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* Mew Inbound Rule Wizard
Protocol and Ports
Specify the protocols and ports to which this nle applies.

The default port is UDP 1434

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

CPS - DATABASE MANUAL 13



* New Inbound Rule Wizard

Praofile
Specify the profiles for which this rule applies.

14

* New Inbound Rule Wizard

Name
Specify the name and description of this rule.
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Configuration options for SQL Server Reporting Services
The Firewall Port rule below is required only if you installed SQL Server Express with Advanced
Services and selected the SQL Server Reporting Services feature.

@ Windows Firewall with Advanc [BE LT
[l Inbound Ruleg —

E% Outhound Ru
,-,'L'i.. Connection 5
B Monitoring

erver Browser Port

Filter by Profile * |aryer Inbound Prog
Filter by State  * hrache Content Re
Filter by Group  * hcache Hosted Cad

# New Inbound Rule Wizard |

Rule Type

Select the type of firewall rule to create.

Steps:
s Fule Type What type of ule would you like to create?
» Protocol and Ports
@ Action " Program
@ Profile Rule that controls connections for a program.
@ MName * Port
Rule that controls connections for a TCF or UDP port.
" Predefined:
IanchCache - Content Retrieval (Uses HTTF) j
Rule that controls connections for a Windows experience.
" Custom
Custom rule.

Leam more about nile types

ciack [ Ned> Cancel |

If you changed the HTTP TCP port from the default on 80, then you should enter the port you are
using here.

CPS - DATABASE MANUAL 15



und Rule

Protocol and Ports

Specfy the pratocals and ports to which this nle applies. y Configure a URL used to access the Report S¢
) ) iy instance, or to specify additional parameters

* New Inbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

@ Name

16 CPS-DATABASE MANUAL



# New Inbound Rule Wizard x|

Profile

Specify the profiles for which this rule applies.

Steps:

» Rule Type When does this rule apply?

» Protocol and Ports

» Action V¥ Domain

s Profile Applies when a computer is connected to its corporate domain.
o MName I~ Private

Applies when a computer is connected to a private network location.

I Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back || Nex> Cancel |

# New Inbound Rule Wizard |

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Protocol and Ports

@ Action
@ FProfle Name:

|SQL Server Reporting Services Port Rule
@ Name

Description (optional):

Cancel

' Internet Explorer

dﬁ s0QL @F!.un as administrator
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As below, make sure you use localhost and not the name of the SQL Server.

F gaf Server2008rR2

Reparting Services Configuration Manager

=i Report Manager URL

me - Report Manager - Windows Internet Explorer ;LE[_LEI
- —— — = 1 [igurea URL to access Report Manager. Click Advanced t
m L4 IE, hl|_D1..'_"10(3"10S&'P,EDDT?E_SQLE""PF!ESS.-' Ldg || | L—.{j Bing |ﬁ (B I meters on the URL.

7 Favorites | %5 [S)sugoested sites v @ | Web Siice Gallery
| | % - Bl - 7 o= - Page~ Safety~

r Site Identification

|R£ports_SQLEXPRESS

@ Home - Report Manager
Home | Site Settings | Help ;I
__ sQL server Reporting Services hitp/f :80/Reports SOLEXPRESS
~& Home Saarch 2]
|4 New Folder 4 New Data Source i Folder Seftings %t Upload File [ petails view
There are no items in Home. Click Help for more information about this page.

rf Home - Report Manager - Windows Internet Explorer
GB » | hitp:/localhost/eports_soLexpress, =] | B (42 1| X | (5] sing

- Favorites | i (S Suggested Sites = & | Wb Slies Gallery =
| | ﬁ- - B - [ s - Page -

@ Home - Report Manager

SQL Server Reporting Services
Home

4 Mew Folder 4 Mew Data Source 4 Folder Setting:ls it Upload File

!Searcr..

W
There are no items in Home. Click Help for more information about this page.

¥ - Report Manager - Windows Internet Explorer
G@ % || hitp:/flocalhost/Reports_sqiexPress, = | R {142 {| X = 5o

- Favorites | ey (S Suggested Sites = | WebiShica Gallery' =

| | &-s-c

'a -Report Manager

= SQL Server Reporting Services
& Home
X Delete ‘ 7 New Role Assignmenﬂq

Security I Group or User + Role(s)
[ Edit BUILTIN\Administrators Content Manager

Add the relevant windows user with the permissions they require.
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(_ MNew Role Assignment - Report Manager - Windows Internet Explorer

@‘T:z w |&] http:/flecalhost/Reports_sQLEXPRESS, (¥ |§| |‘__f| |£| =] Bing

*f:* Favorites | ‘{5 Suggested Sites - & | Web Slice Gallery -

ﬁl‘\lew Role Assignment - Report Manager | | ﬁ - = @ -~ Page - Safety

Home

% SQL Server Reporting Services

Home | Site S¢

New Role Assignment Search

Use this page to define role-based security for Home.

Group or user name: IU:

Select one or more roles to assign to the group or user.

Role + Description
Browser May view folders, reports and subscribe to reports.

My Reports folder.

Report Builder May view report definitions.

oK [_\I Cancel

(’: - Report Manager - Windows Internet Explorer

@Tg} | @] htip:/flocabhost/Reports_sqLexpress (%] ||| 42 |

S Favarites | 51 (5] Suggested Sites = & Web Sice Gallery ~

/& -Report Manager | | A S

SQL Server Reporting Services

Home Sear

X Delete 47 New Role Assignment

Security r Group or User + Role(s)
[~ Edit BUILTIN\Administrators Content Manager

r Edt R} Browser

Now test that you are able to connect from a remote computer.

Publisher May publish reports and linked reports to the Report Server.

r
I

[~ Content Manager May manage content in the Report Server. This includes folders, repo
[~ My Reports May publish reports and linked reports; manage folders, reports and re
-
-

CPS - DATABASE MANUAL
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F %uf Server2008

Servertype: [Dﬁmﬁ"ﬂfﬂ T]

sy L3 SQLEXPRESS -

Authertication: | Windows Autherticaion z
User name: | = |
otk | |

[] Remember password

LCompest | Concel |[ Heb || Optons>> |

File Edit WView Toolz Window Community Help

-;.Mmrzuew;mlﬁ I=2= =

Connect~ | #i ®2 m T F] B
ElTS) s 50)LEXPRESS (SOL Server 10.50.1600 - mu—
[ Databases

[ 1 Security

[3 Server Objects
[ Replication
[ Management

Below shows a remote connection to Reporting Services. Above we used localhost when on the SQL
Server, but remotely you should use the SQL Server name.

1 __,g:"\@ http:,-'gﬂeports_SQLEXPRESS.v’F’ages,fFDIder.asrpx - | 4| x.HE Bing

< Favorites | o :EI Suggested Sites = E Web Slice Galleny-=

‘ﬁ Home - Report Manager ‘_| f v B ~ = @m v Pager Safetyv Toolsv @~

Home | Help = i
SQL Server Reporting Services

Home [search |2

4 Folder Settings [ Details view

There are no items in Home. Click Help for more information about this page.
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Enabling SQL authentication and sa user for database login
For security reasons, the SQL authentication method, and the database administrator sa user is
disabled by default on newer SQL installations.

You have to manually enable them if you wish to use them.
We'll follow the instructions from this blog entry:

https://sudeeptaganguly.wordpress.com/2010/04/20/how-to-enable-sa-account-in-sql-server/

When you install the SQL Server using Windows Authentication mode, by default, the “sa” account is
disabled. Sometimes, due to users/customers request, you may need to enable the sa account. You
need to change the authentication mode for SQL server from Windows Authentication Mode to SQL
Server and Windows Authentication Mode to use the sa account.

To Change the Authentication Mode:
Follow the steps mentioned below to change the authentication mode from Windows
Authentication to SQL Server and Windows Authentication.

You need to remember that, the SQL Server service needs to restart to make this change effective.
1. Login to the SQL server instance using SQL Server Management Studio.

Right-click on the database instance, and go to Properties.

Objec
Connect> &) m TV (2] 2 3
= Lﬁ DB2X8 (SQL Server 9.0.4035 -| Connect
(# [_J Databases -
[+ [ Securnty Disconnect u
# [ Server Objects Register...
@ (3 Replication
@ [_3 Management New Query
[# [ Notification Services hme
@ [ SQU Server Agent : B‘
Stoo “SG
L’ Pause | Se
I Re
i M:
Restart i N
Reports » 55(
Refresh
Properties
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2. On the Server Properties page, Click on Security.

Click on the radio button next to SQL Server and Windows Authentication mode, and click on OK to
close the Server Properties page.

E Server Properties - DB2K8 . ] .E.I.D.lll
Select a page 3 Script ~ B Help

A General
2 Memory
4 Processors Server authentication
A
& |& Windows Authentication mode |
e - |
A Advanced
G5 Pamiod Login audting
" None
(% Faied logins only

" Successful logins only
(" Both failed and successful logins

3. Once you clicked on the Ok button, we will get the following screen:

Microsoft SQL Server Management Studio 5]

Some of your configuration changes will not take effect until SQL Server is restarted.

33 oK

As discussed earlier, we need to restart the SQL Server service to make this change effective.

After restarting the SQL Server, the authentication mode will be changed to SQL Server and Windows
Authentication mode.
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Enable the sa Login:
1. Connect to the SQL Server instance using SSMS and go to Security. Expand Security, go to Logins.

2. You can see the sa account is disabled when you install SQL Server using Windows Authentication
mode.

Object Explorer
Connect~ | %) m T [2]

= Lﬂ DB2K8 (SQL Server 9.0.4035 - DB2K8\Administrat
__J Databases

o Ca
= [ Logins
f%j BUILTIN\Administrators
g DB2K8\SQLServer 200 SMSFTEUser SDE
5| DB2KB\SQLServer2005MSSQLUser $OE
£ DB2K8\SQLServer20055QLAgentUser:
NT AUTHORITY\SYSTEM
sa
L er
1 Credentials
2 Server Objects

[ Replication Look at
_J Management the small,
_ Notification Services ?‘Sac;k"
1) SQL Server Agent - N

3. Right-click on the sa account and go to Login Properties.
Specify a complex password for the sa account.

By default, the Enforce password policy is checked. (if you don’t want to provide a complex password
for the sa account, you can uncheck this option. However, this is not recommended.)
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4. Click on the Status page.

By default, the sa account will be disabled.
Click on the Enabled button to enable the sa account.

Click on Ok to close the sa Login Properties.
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Thus, sa account is enabled and you will be able to login to the SQL instance using the sa account.
If you want to use a script to enable the sa account, you can use the script mentioned below:

1: USE [master]

2: GO

3: ALTER LOGIN [sa] WITH PASSWORD=N'"z43VGYT@Iu*60i'
4: GO

5: ALTER LOGIN [sa] ENABLE

6: GO

CPS - DATABASE MANUAL 25
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Notes for SQL Server 2012 and later versions
SQL Server 2012 only

The configuration process for SQL Server 2012 is the same as with the 2008R2 version, except that
the SQL Server Configuration Manager is not added to the Start menu (in the 2014 version, it’s
added again).

To run it, type SQLServerManagerll.msc and proceed with the configuration.
SQL Server 2012 and later

Microsoft has further hardened the permissions of SQL Server, hence the SYSTEM user has less rights
in a default configuration. This can result in the CPS service unable to start automatically.

More information on this link: https://social.msdn.microsoft.com/Forums/sqlserver/en-US/94ff47eb-
a0e0-4441-9799-b56b5ce3712b/sql-server-2012-ntauthoritysystem-sysadmin-is-not-checked-by-
default

As a fix, modify the user’s rights that run the CPS service (by default the SYSTEM user) to include the
sysadmin right:

e Microsoft SQL Server Management Studio {Administra_tor]
File Edit View Debug Tools Window Help

Pl (S e | NewQuery, [ iR v o

Login Properties - NT AUTHORITYASYSTEM -|= L

Object Explorer * 0 x page —
: . — = Sejech’ ; Senpt = L)j Help
Comect~ % 3 = 7 (2] .5 £ Gonerd _
- JEipd Server Holes
= | WIN-NVIRH3S0KIG\SQLEXPRESS (SOL | 4 User Mapping Serverrole is used to grant serverwide security privileges to a user.
= [ Databases 12 Securables
# [ System Databases 2 Status
1 Server roles:
# | server
# | syslogdb %::Ikadmin
- 2 creator
L_.‘ : ?cunt).r [] diskadmin
£ [ Legins [ processadmin
A&, #£MS _PolicyEventProcessini [v] public
A&, #2M5_PolicyTsglExecutionL [] securityadmin
fir] BUILTIN\Users O 59“‘9'3‘1"'_“"'
A NT AUTHORITY\SYSTEM [] setupadmin
[v] sysadmin

A NT SERVICE\MSSOLSSOLEXF
£ MT SERVICE\SQLWriter

& NT SERVICE\winmgmt
& Pyis
A RDPTEST\Administrator
& s Connechion

& [ Server Roles

@ [d Credentials Saver

14 WIN-NVIRHBSOKIGNSGLEXPRE
# 3 Server Objects
+ 1 Replication

# 3 Management

Connection:
RDPTEST\Administrator

A View connection properties

1. Open the SQL Server Management Studio and login as an SQL administrator.
2. Open the Security/Logins branch.
3. Find the user that runs the CPS service. By default this is the NT AUTHORITY\SYSTEM user.

4. Open the properties, go to the Server Roles page, and click the sysadmin privilege, then press OK.
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CPS Installation with MS SQL database

Upon installing CPS, at the Database Settings part, choose the External RDBMS option and specify
the following:

RDBMS Name: SQL_SERVER
Server Name: [SERVER_NAME]\[INSTANCE_NAME]

Important: if you’re not using the default DB instance but a named instance, you must specify it,
otherwise the connection will fail!

In our test machine, the SERVER_NAME is Win2008R2 and the INSTANCE_NAME is SQLEXPRESS as
we’ve used the Express version.

Authentication: Windows or SQL. This setting depends on your installed SQL server; by default newer
versions are using the Windows authentication method as default.

Note: if you use SQL authentication, the ODBC connection’s user and password will be saved
(encrypted) in the CPS configuration file server.xml.

@ Pro Server 11.7.1 Setup =l B3 |

Database Settings E—H

Please select database type you want to use. I&B

I (" Internal Database

(¢ External RDBMS

RDBMS Name [sQL_SERVER ~|

Server Name | WIN2008R2\SQLEXPRESS|

[V Windows Authentication

rmame I
Password I

< Back Next > Cancel

Click Next and allow CPS installation to proceed as normal.
Consult the CPS Installation Manual if you need further help.

You can verify that the CPS database has been created in SQL Management Studio, the CPS database
is named “server”:

CPS - DATABASE MANUAL
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t-g:.;; Microsoft SQL Server Management Studio

Fle Edit View Debug Tools Window Community Help

D Newouery | |3 |5 H & |

Object Explorer

- WiNZ003R 2R
=l [ Datzbases
[ System Databases
= I:j SErVEr
[ Database Diagrams
El 3 Tables
[ System Tables
3 dbo.access_dept
E dbo.access_group
= dbo.access_group_schedule
5 dbo.access_holiday
3 dbo.access_prop
I dbo.access_schedule
1 dbo.access_shift
=] dbo.access_sync_log
= dbo.access_time_attendance
1 dbo.access_time_status
3 dbo.access_user
= dbo.ad
5 dbo.archive_profile
= dbo.board
= dbo.boardprop
= dbo.db_version
= dbo.door_codes
I dbo.groupmember
3 dbo.groups
= dbo.host
1 dbo.hostgroup
=] dbo.hostlog
3 dbo.hostprop
3 dbo.hostscan
=1 dbo.mail_report_rule
3 dbo.map_action

E dbo.map_default_settings =
o ! sekiss I L’J

_
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The CPS installer creates a 32-bit ODBC system connector. You can verify that this has been created
using the 32-bit ODBC manager: start the ODBC Data Sources (32-bit) from Administrative Tools, or

find the program manually:

G K_Jv| . - Computer - Local Disk (C:) ~ Windows = SysWOWs4 -

Organize Dpen Burn  Mew folder

W Favorites Name *
Bl Desktop |%| odbe32.dl
§ Downloads %] odbc32gt.dll
:.'_i Recent Flaces B odbcad3
) %] odbcbep.dil
i Lbraries (%] adbeconf.di
f rli:z:;l:ments [57 odbeconf.exe
=] Fictures || odbcconf.rsp
H Videos |%| odbeep32.dil
%) odboor32.dl
1%l Computer )] odbeeu32.di
&L, Local Disk (C:) &) odbeint.di

On a 64-bit OS, start odbcad32.exe from C:\Windows\SysWOW®64; the file in the System32 directory
is the 64-bit version, which can’t show the 32-bit connectors on Windows Server 2008 and R2.

Note: On Windows Server 2012 and up, you will be able to see the data source but can’t modify it

using the 64-bit ODBC manager.

| £1 ODBC Data Source Administrator

"User DSN  System DSN | File DSMN I Drivers | Tracing | Connection Pooling I About I

System Data Sources:

Driver | Add...

SQL Server

Bemove

Configure...

[t |

on this machine, including MNT services.

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users

QK I Cancel Appy Help

The data source will be added as a System DSN
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Backup and restore of the CPS database with MS SQL Server

CPS provides the built-in backup/restore function only with the Internal Database option.
If you choose external DB then you’ll have to use that software’s backup/restore functions.

Below we’ll cover the instructions for MS SQL (manual method only).

Backing up
! CONTEG Pro Server.. — %
File Tools Service
m Start Service .
ContegPro Stop Service
notificatior nstall Service op
o Uninstall Service
< 7 T Auvanced
Information
Name Value ~

Executable Name ContegProServer.exe

Status Running
CPU Usage (.00 %

Physical Memory 0 MByte
Virtual Memory 0 MByte

Stop service CPU 0.00 % Mem 0.00 MByte

To get a consistent state of the backup, it’s recommended to first stop the CPS services using the
CONTEG Pro Server Manager.
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Next, start the SQL Management Studio and connect to the DB instance which stores the CPS
databases (server and syslog).

= |} PCB-SRV\SQLEXPRESS (SQL Server 12.0.4

= [ Databases

[ System Databases

3
| | sysloc
[ Security

Mew Database. ..

Mew Quer
[ Server Ob Query
[ Replicatior Script Database as
[ Managem:
| Tasks b Detach...
Policies 3 Take Offline
Facets Bring Online
Start Powershell Shrink »
Reports » | Back Up...
Rename Restaore 3
Choose the server DB from the list, and select Tasks / Back Up...
I Back Up Database - server =]
Selecta page % Sorpt ~ [ Help
2 Genersl
|2 Media Options
f Backup Options Source
Database: Isen.rer j
Fecovery model; |3|l--‘=_9 LE
Backup type: |Ful =
I Copy-only backup
Backup component:
' Databass
€ File |
Dlestination
Back up to: | Disk

Server:
PCB-SRV\SGLEXPRESS

Connection:
PCE-SRV\Administrator

7 View connection properties

Ready

C:\Program Fles\Microsoft SGL Server\M55QL 12 SQLEXPRESSWMSSQ L \Backup \server btk

Remove

i) |

Contents

OK Cancel

You could modify the backup file’s target, by default it goes to the SQL Server’s Backup directory.

Repeat the same process for the syslog DB.
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Restoring

Prior to restoring you need to first stop the CPS services using the CPS Server Manager:

B CONTEG Pro Server.. — >
File Tools Service

m Start Service .
ContegPro! Stop Service

notificatior nstall Service op

I D R 1__|"|'-'|Sta SEF'\-".CE

< 7T Auvanced
Information

MName Value -

Executable Name ContegProServer.exe
Status Running

CPU Usage 0.00 %

Physical Memory 0 MByte

Virtual Memory 0 MByte

W
Stop service CPU 0.00 % Mem 0.00 MByte

Start the SQL Management Studio and connect to the DB instance which stores the CPS databases
(server and syslog).

= | PCB-SRV\APSDB (SQL Server 12.0.4100 -F-
SRR O tabases

3 Syst Mew Database...
[ Security
L Server Attach...
[ Replicati Restore Database. .. |

Managei
- g Restore Files and Filegroups. ..

Right click on the Databases folder tree and select Restore Database...
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'_,__:Z Restore Database - server

Select a page [Hsaipt ~ | [HHelp
4 General
% Files
% Optionis o
(¥ Database: |server _ﬂ
" ice: P
Devics syslogdb
Database: | j
Destination
Database: Iser\rer j
Restore to! |The last backup taken {Thurzday, December 15, 2016 10:31:37 AM) Timeline. .. |
Restore plan
Badwp sets to restore:
Restore | Name | Comporent | Type | Server | Database | Position | First LSN
[ i serverFull Database Backup  Database Ful  PCB-SRV\SQLEXPRESS server 1 410000000
4] PCB-SRVISQLEXPRESS
[PCEB-SRV\administrator]
View connection properties
Progress
5 4] | i
0™
Verify Backup Media
OK I Cancel | Help |
A

If you’ve made a backup before, you can directly select it from the list.
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t; Restore Database -

@ Mo backupset selected to be restored.

I[=]F3

1% General
1% Files

1 Options

Err—
4 PCB-SRV\APSDE
[PCE-SRV\Administrate

View connection properties

Frogress |

Ready

._L-:SG'IDL - |%Help

Source

" Database: I

% Device:

Database: I
#= Select backup devices

Specify the backup media and #s location for your restore operation.

Backup media type:
Backup media:

Fie

B[=1E3

Locate Backup File - PCB-SRV\APSDB

Backup File focation:

w23 30

-3 Client SDK
=[] MSSQL12Z.APSDB
- MSSaL
[l Backup
73 Binn
-3 DATA
H-[ 1 Install
-1 JOBS
]..
].

(3 Log

£ - Template Data

=3 MSSQL12 SALEXPRESS
B3 MSSaL

-3 Binn
-1 DATA

- Install

B3 JOBS

B3 Log

- Template Data >

File name: I"senrer.bak" “sysloadb bak"

Backup Files({" bak;*tm;" log)

OK Cancel

=

2
chup Media |

If the server has been reinstalled and there’s no backup history, you’ll need to locate the backup files

manually.
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estore Database - server

¥ Ready
Select ; g Script = Lﬁ Help
A General
A Files
2 Options Restore database fles as

¥ Relocate all files to folder

Data file folder & |C:\Program Files Wicrosoft SQL Server\MSS0QL12, APSDBIMSSQLIDATA| |
Log file folder : |C:‘,Drogram Files\Microsoft SQL Server\MS5QL12, APSDEMSSOL\DATA |
Logical File Name | File Type | Cnginal File Name | Restore As |
server Rows Data C:\Program Files\Microsoft SQL ... C:\Program Files\Microsoft SQL ... _I
server_log Log C:\Program Files\Microsoft SQL ...  C:\Program Files\Microsoft 5QL ... _I
:g# PCB-SRV\APSDE
[PCE-SRV\Administrator]
View connection properties
5 Done
@
oK I Cancel | Help |

4

Optionally you can relocate the DB files to another directory during the restore, under the Files page.
If you’re just doing a normal restore then this is not needed.
After the DBs have been restored, you can start the CPS service again.

Important note: Renaming the DB instance and the server is not supported! If you attempt to do so,

you’ll get the following error and CPS cannot start:

S |

notificationServer.exe Runining

videoServer, exe Starting Advanced |
videoRecorder.exe Starting
Error

|‘/8\‘| Database mismatch detected. Process could not be started.
L™

Virtual Memory 0 MByte
Start Time
Uptime
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If you need to change the server’s name or the instance name, you’ll need to:
- remove the ODBC connector and uninstall CPS
- remove the existing CPS databases from the SQL server

- reinstall CPS cleanly and reconfigure it
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Used ports information
The port used for communication between the SQL server and CPS could be checked in the ODBC
connector’s configuration under Control Panel (the 32-bit ODBC app), and choose the CONTEGPro

connector:

#9 0DBC Data Source Administrator

‘User DSN  System DSN | File DSN | Drivers | Tracing | Connestion Pooling | About |

System Data Sounces:

Name | Driver | Add.. |
AKCessFPro SCGL Server
AKCP_CIS_DB Microsoft Excel Driver {*xds) Remave |

—
=

Size

on 560 KB
on 24 KE

Microsoft SQL Server DSH Configuration x| <k

40 kB
How shiould SQL Server verify the autherticity of the login 1D7?
J2KE
% With Windows NT authentication using the netwaork login 1D, SKB
:l e With SGL Server authentication using a legin 1D and password B0k
i entered by the user. a0 KB
Tao change the networl ibrany used to communicate with SGL Server, 34 KB
click Cliert Corfiguration.
224 KB
Client Corfiguration... | S
M| Add Network Library Configuration |
EY .
£ 'AF Server alias: [PCBSRVAPSDE
o
% = Metwork libraries — Connection parameters
Ll | @ i
; fhaied fes Server name: |F‘CE-SH"|.|'"'AF‘SDE
| & TCPAP
s € Muthiprataal ¥ Dynamically detemmine port
h B T e R [1433
N £ AppleTalk
B | € Banvar WINES
G
m
" Cither
I ok | Cancel Help

The connector is under the System DSN tab. Click on Configure... then Next and choose Client

Configuration...

By default the port is dynamic.
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Server Oplions E

Connection Listening Settings

- Event Log

- LDAP Server Listen for dient connection on port I 5000

- Metwork Time Protocol ¥ Enable UPNP port mapping
i~ Virtual Private Network
. ¥ Add Windows Firewall exception
i Motification

oK Cancel Gl

The generic CPS port that is used to communicate with Intelligent RAMOS devices is by default 5000
(TCP and UDP).

You can check and change this in the CPS Server Manager program, or under the CPS client Settings
menu / Server Options / Connections.
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CPS database tables’ explanation for sensors
Below, we’ll explain the database tables in the CPS database which are dealing with sensors.

Note: In MS SQL database, these table names have a prefix dbo. for example: dbo.host

Note 2: We've only included the listed reserved/unused values in case you encounter a very old DB
that still has these values; it's not an error if you see them.

Note 3: If the DB has some columns where the data type mismatches with the types written in this
manual (INTEGER or VARCHAR, and length), that could mean you have a DB Sync issue or some other
DB error.

1. host - contains all the network devices (including non- Intelligent RAMOS) under
Monitoring/Sensors in CPS.

hostid (INTEGER, primary key) - CPS DB sequence number, unique for each device
hostuid (INTEGER) - reserved/unused
mac (VARCHAR, 20)- the device’s MAC ID
type (INTEGER) - the device’s type, see below for possible values
name (VARCHAR, 4000)- the device’s IP address or DNS name
port (INTEGER) - SNMP monitoring port - note: the default port is also added for non-SNMP devices
username (VARCHAR, 4000)- SNMP username for the device
community (VARCHAR, 4000) - SNMP community (encoded) for the device
enable (INTEGER) - enabled (1) or disabled (0) device
deleted (INTEGER) - deleted device (1) or live device (0)
Host type possible values:
0 = Unknown Device
1 = Network Device
3 = Ramos Optima
6 = Axis Camera
7 = reserved/unused
8 = reserved/unused
9 =P Camera

10 = Ramos Ultra
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13 = Ramos Ultra ACS

14 = Onvif Compatible Camera
15 = Quaddrix IP Camera

16 = reserved for future product
17 = reserved/unused

18 = Template Device
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2. hostprop - contains the network devices’ property string values, such as device name and
firmware version

hostid (INTEGER, primary key) - matches the hostid in the host table, per unique device

name (VARCHAR, primary key) - each device (hostid) can have multiple properties, these are listed
here - for example: httpport, dhcp_enable, syscontact, firmware_version

value (VARCHAR, 4000) - the string value for each “name” field - following the previous example in
order: 80, 0, System Contact, SEC-MX25V405a

Example:
name value
httpport 80
dhcp_enable 0
syscontact System Contact
firmware_version SEC-MX25V405a

3. board - contains all board devices for each network device (every Intelligent RAMOS device that
has at least a base board) and expansion boards

hostid (INTEGER) - matches the hostid in the host table, per unique device
boardid (INTEGER, primary key) - CPS DB sequence number, unique for each board

board prop id (INTEGER) - remote board id; the boardid in a device's own database, its value will
match the board_ref_id property string in the boardprop table

deleted (INTEGER) - deleted board (1) or live board (0)

property update id (INTEGER) - used for checking that a board’s property is modified or not; it will be
1 for the first time when you add an Intelligent RAMOS device to CPS, and increment when you edit a
board- or sensor’s setting

4. boardprop - contains the boards’ property string values, such as expansion board name and type
boardid (INTEGER, primary key) - matches the boardid in the board table, per unique board

name (VARCHAR, 30, primary key) - each board (boardid) can have multiple properties, these are
listed here - for example: desc, board_enable, type, revision

value (VARCHAR, 4000) - the string value for each “name” field - following the previous example in
order: Main Module, 1, 8, 2
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Example:

name value

desc Main Module
board_enable 1

type 8

revision 2

Board type possible values:
1 = EX-18 board
3 = EX-016 board
4 = 8 sensors base board for Ramos Ultra
8 = Ramos Ultra ACS board
9 = RDU board
10 = EX-D64 board
11 = EX-D128 board

12 = EX-D192 board

5. service - contains information about sensors

hostid (INTEGER) - matches the hostid in the host table, per unique device

serviceid (INTEGER, primary key) - CPS DB sequence number, unique for each sensor
enable (INTEGER) - enabled (1) or disabled (0) sensor

interval (INTEGER) - sensor polling interval (in seconds)

type (INTEGER) - the sensor’s type, see below for possible values

port (INTEGER) - the sensor’s port on a device; it can be physical or virtual, also for daisy chained
sensors

deleted (INTEGER) - deleted sensor (1) or live sensor (0)
boardid (INTEGER) - matches the boardid in the board table, per unique board

rboardid (INTEGER) - remote board id; references the boardid on a remote device and matches the
board_prop_id in the board table, it is used when CPS communicates with an Intelligent RAMOS
device - CPS Server and CPS Client uses the boardid for communication
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rsensorid (INTEGER) - remote sensor id; references the serviceid on a remote device’s database, it is

used when CPS communicates with an Intelligent RAMOS device - CPS Server and CPS Client uses the

serviceid for communication
mode of reader (INTEGER) - reserved/unused
CPS Server <--> CPS Client uses boardid / sensorid for communication
Device (SEC) <--> CPS Server uses rboardid / rsensorid for communication
Sensor type possible values:

2=4-20mA

3 = Humidity

4 = Water Detector

5 = Digital Voltmeter

6 = Security

8 = Airflow

9 = Siren & Strobe Light

10 = Dry Contact

12 = AC Voltage

13 = Relay

14 = Motion Detector

15 = unused/reserved

16 = External Dry Contact

20 = unused/reserved

21 = unused/reserved

23 = Thermostat

24 = Smoke Detector

25 = Power

26 = RMS Current

27 = RMS Voltage

28 = Watt Meter
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29 = External Relay

30 = Virtual Sensors

32 = Watt-Hour Meter

33 = Temperature Array
34 = Liquid Rope

35 = Fuel Level - deprecated
36 = Ultrasonic Fuel Level
37 = Door

39 = Reader

40 = Probe Switch

41 =Time Tracking

42 = Tamper

43 = Thermocouple

44 = Dry Contact expander
45 = Vibration

46 = Power Voltage

47 =5 Input Dry Contact

128 = Sound Detector

129 = Software Motion Detector
132 = No Video Signal

134 = Power Meter

144 = Camera

61696 = Host Status

61697 = SNMP Get

61698 = Custom Script
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61699 = Multiple Sensors

61701 = Software Motion Detector - deprecated
61702 = Map

61703 = Recording

61704 = Modbus TCP

61706 = Host on Map

6. serviceprop - contains the sensors’ property string values, such as status description and sensor
unit

serviceid (INTEGER, primary key) - matches the serviceid in the service table, per unique sensor

name (VARCHAR, 30, primary key) - each sensor (serviceid) can have multiple properties, these are
listed here - for example: desc, on_desc, normalstate, ping_method

value (VARCHAR, 4000) - the string value for each “name” field - following the previous example in
order: Host Status, Unreachable, 0, 0

Example:
name value
desc Host Status
on_desc Unreachable
normalstate 0
ping_method 0

Finding sensor data in the CPS database
In this example below, we’ll find a test RAMOS OPTIMA unit’s temperature/humidity sensors in the
database.

WEe’'ll use the default SQLite DB format and the SQLite Database Browser program for demonstration
purposes (downloadable from http://sqlitebrowser.org/).

This requires checking 3 database tables: hostid (devices), service (sensor IDs), and serviceprop
(sensor properties).

Note: the default CPS SQLite database is stored at C:\ProgramData\CONTEG\CONTEG Pro
Server\server.db

1. Open server.db file with the browser, and look through the host table to find the RAMOS OPTIMA
device (we looked for its IP address in the name field):
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&5 50Lite Database Browser - Ci/ProgramData/AKCP/AKCess Pro Server/server.db — [m} *
File Edit View Help
D@ o o e e e E [
Detabase Structure  ErowseData | Execute QL |
Table: [host -1 il New Record | Delete Record |
hostid hostuid mac type name port username i enable deleted
1 1 41|00:08:DC:00:03:BC 10(10.1.1. 146 161 administrator B90CECE34533D834 1] 1
2 2 41|00:08:DC:00:03:F8 11(10.1.1.137 161 administrator B90CECB345330834 1] 1
3 3 41|00:08:DC:00:03:F8 11(10.1.1.137 161 administrator B90CECB345330834 a 1
5 4 41|00:08:DC:00:03:F8 11{10.1.1.137 161 |root B90CECB345330834 1] 1
5 5 41(00:08:DC:00:04:12 11{10.1.1.237 161 administrator B90CECE34583D834 ] 1
6 B 41|00:08:DC:00:EE:4C 5/10.1.1.164 161 administrator B90CECE34583D834 ] 1
7 7 41(00:08:DC:00:00:08 16(192,168.0.105 161 administrator B90CECE34583D83/ 1] 1
8 8 41(00:0B:DC:00:00:08 16(192,168.0.106 161 administrator B90CECE34533D834 1] 1
g 9 41(00:0B:DC:00:00:08 16(192,168. 100.34 161 administrator B90CECE34533D834 1] 1
10 10 41|00:0B:DC:00:0D:23 11/10.1.1.170 161 administrator B90CECE34533D834 1] 1
11 11 41|00:0B:DC:AB:23:11 11{10.1.1.69 161 administrator B90CECE34533D834 1] 1
12 12 41|00:08:DC:00:EB:F3 5/10.1.1.225 161 administrator B90CECB345330834 a 0
13 13 41|00:08:DC:88:88:00 5/10.1.1.189 161 administrator B90CECB345330834 1] 1
14 14 41|00:08:DC:00:3A: 10 13(10.1.1.242 161 administrator B90CECB345330834 a 0
15 15 41 18(10.1.1.137 161 B90CECE34583D834 1 1
16 16 41 18(10.1.1.137 161 B90CECE34583D834 1 1
17 17 41 18(10.1.1.137 161 B90CECE34533D834 1] 1
18 13 41 18(10.1.1.137 161 B90CECE34533D834 1] 1
19 19 13467 18(10.1.1.137 161 B90CECE34533D834 1] 1
20 20 41|00:08:DC:CA:FE:AS 11(10.1.1.174 161 administrator B90CECE34533D834 1] 0
21 21 41|00:0B:DC:00:03:F3 11(10.1.1.137 161 administrator B90CECE34533D834 1] 0
pod 22 41|00:08:DC:00:00:92 16(10.1.1.219 161 administrator B90CECB345330834 1] 1
23 23 41|00:08:DC:00:00:92 16(10.1.1.219 161 administrator B90CECB345330834 1] 0
= :
25 25 41 1/10.1.1.23 161 B90CECE34583D834 1] 0
< | 1-250f 25 > Go to: 0

Its hostid is 24. Next we’ll look through the service table and find the entries with hostid 24.
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2. Browse the service table and look for hostid 24:

&= SOLite Database Browser - C:/ProgramData/AKCP/AKCess Pro Server/server.db - O X
File Edit View Help
IDSE- Fxge e B
Datsbase Structure  BrowseData | Execute SQL |
Table: |service =~ il New Record | Delete Record |
hostid__| serviceid 334 enable interval tvpe port boardid rboardid rsensorid mo- + |
335 20 1] S0 157 1 ] 78 2137473553 22|
336 20 336 0 30 132 2| o 78 2147479553 23|
337 20 337| 0 30 30 a a 80, 2147479555 31
338 20 338 0 30 30 1] 1] 80 2147479555 32
339 20 339 0 30 30 2| ] 80 2147479555 33|
340 22 340 1 15 6169 5001 1] o o 0
341 22 341 1 30 37 200! 1] 85 2147479552 47!
342 22 342 1 30 39 100 1] 83 2147479552 48
343 22 343 1 30 3 1] 1] 88 2147479552 11
344 22 34 1 30 1 1 1 88 2147479552 12]
345 22 345 1 30 37 200! 1] 85 2147479552 101
346 22 346 1 30 39 100 1] 83 2147479552 1
347 23 347 1 15 61696 5001 ] o o 0
348 23 348 1 30 37 200 1 89 2147479552 101
349 23 349 1 30 39 100 a 89 2147479552
350 23 3501 1 30 37 200 1] 89 2147479552 2
351 23] 351 1 30 3 3| ] 89 2147479552 301
352 23 352 1 30 1 11 ] 89 2147479552 302
353 23 353 1 30 37 201 1] 89 2147479552 102
354— 23 1 30 1] 89 2147479552
355 1
356 1
357 1
358 1 4
N <
| I o]
< | 1-3s0f3m = Goto: |[o

This hostid has 3 serviceid values: 355, 356, 357. We'll look for these in the serviceprop table.

3. Browse the serviceprop table and look for the serviceid values:
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£ SOLite Database Browser - C/ProgramData/AKCP/AKCess... — [} >
File Edit View Help

NeEHw FFFe B W

Database Structure Browse Data I Execute SQL I

Table: Iser\riceprop *I 0.,' Mew Record | Delete Rfoordl

value ;I

serviceid | name
355 desc

IF

355 graph_enable

355 normalstate
355 off_desc

:

:

355 on_desc Unreachable
355 ping_method

355 style

353 timeout

355 frying

355/|unit

THEEHEE

356 desc Temperature1 Descr

E

356 graph_enable 1

356 off_desc Mormal

]
28
M=

356 on_desc High Critical

:

356 unit oC

357 desc Humidity 1 Descriptio

:

;

357 graph_enable 1

:

357 off_desc Mormal

357 on_desc High Critical

357 unit Yo

:

g

:

356 higheritical

,..
2
=

356 highwarning

[
<
=
[

1615 357 lowcritical
1616 357 lowwarning

There are multiple matches found for these sensors. These are all the values for the T/HS sensor
connected to this RAMOS OPTIMA.

Based on this information, you can get the serviceid value for a given sensor.

More entries would be present if more sensors are attached to a device.
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